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ALLOT 2011

O Nové modely postavené na AOS s DART

AC500
= az 20k ,vnitfnich® uzivateld
» propustnost 200Mbps FD
AC1400 resp. AC3000
= az 160k ,vnitfnich” uzivateld
= propustnost 1Gbps resp. 4Gbps FD
dalSi blade systéemy s propustnosti az 1Tbps

d DART (Dynamic Actionable Recognition Technology)

vzdy 3vrstva hierarchie s 256 lines a vice nez 40k pipes a 80k VCs
podpora asynchronniho provozu

moznost vytvareni vlastnich signatur

dynamické externi host files

standardni schopnosti - priority, shaping, limiting, blocking



DG A kdyz mate ALLOT

_pe
o ‘ Q otev Feny systém
- = moznost vytvareni vlastnich signatur
1 = dynamicke externi host files

O vysoky reltime vykon
* neptejte se jen na propustnost v bps, ptejte se na pocet spojeni
= AC500 > 256k spojeni
= AC1400 i AC3000 > 2M spojeni

O chytré zpracovani
= HW vyuzivajici vlastni ASICy
» nizka spotieba HW
= vyrobce orientovany na dany segment




2C spl nte si sve tuzby a pot reby — vol.1

-
o ; Q nakonfigurujeme HSS (Hylytidid Sesnurityy SHeagiimp)
< = najdeme bezpecnostni diry pfed utokem
1 = reverzni zd&znamy DNS
= scany portd nebo adres
= npestandardni komunikace

= pozname mozné zdroje poSkozeni dobré reputace
= odchozi SPAM

O HSS je slou éenim
= systému ALLOT
= systému FlowMon
= FlowMon pluginu ADS nebo C1




spl nte si sve tuzby a pot reby — vol.1 comt.
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Dateflow | _stat | Duration] StclPadd; | SrcPort DstiPadd; | Dstort Packets |
3062011[085351794] 24.776]TCP | 54123003 | 5190 |->| 192.168.3.130 | 57992 0[ 3 [713[ 0] 230 [237
3062011[085347.089| 30842]TCP | 74.201154.191 | 443 |->| 192.168.3.130 | 64783 0| o |69 | 0| 180 | a7
306.2011[085213.159 | 123 673] TCP | 64.733.163.102 | 60 |->| 192.168.3.103 | 49162 0| 18 [1ee4| 0 | 127 | 109
201 880 27.034|TCP | 64.233.163 >[192.168.15.100 | 55468 | A_F | 15169 132 0 | a7 | a
201 [TCP | 74.125 153 —>[192.168.15.100 | 56704 [ A_F [ 15169 132 [ 0 | 45 | 44 |
[306.201 TCP | 19547217 —>[192.168.15.100 | 49168 | AF 0 259 | 10 | 10735 | 129 |
[306.201 CP | 74.201 56635 | AP SF | 12162 361 95
[306.201 CP | 54.233 56640 | AP.S. | 15169 278 2142
[306.201 CP | 83240 57378 | AP.. |31246 3426
[306.201 CP | 84244 4| 54457 | AP | 25748 1871
(306201 CP | 542331 56639 | AP.S_ | 15169 19602] 1
Netx Iorer [306.201 CP | 195239 57991 | A 0 0| 1200
p (306201 CP | 185250 54495 | AP, | 6708 2 [ Bait
[306.201 cP | 21 ) [ 443 [ APRS [ 3504 10| 1583 ] 103
(306201 cP 48204 | AP.. | 12571 520 | 111
201 cP 56043 | AP SF | 1257 1073 | 238
[306.201 cP 49223 | AP... | 1257 545 | 102
(306201 cP 58107 | AP... | 1257 545 | 16
201 4 cP | ot 51992 [ AP.. | 8220 1[4 [0
201 4. CP | 213.226.2084 443 APRS. | 35048 9 1543 | 103 | 141885 171
30.6.201108:54.28.607 1.735|TCP |202.177.202.154| 80 ->|192.168.15.111| 53572 | AP.SF | 17818 1] a 24 30238 13 [138416 | 1259
30.6.201108:54.20.800 0.008| TCP | 212.96.160.170 182.168.3.135 | 58588 | A SF | 12570 1] 1] 3 188 | 375 | 168000 | 56
30.6.2011]08:54.24.218 0.047|TCP | 212.96.160.170 192.168.3.130 | 58022 | AP. 12570 1] 1] 5 529 | 106 | 80042 | 105
30.6.201108:54:25.039 0.042|TCP | 212.96.160.170 192.168.3.114 | 51315 | AP. 12570 1] 1] 5 B05 | 118 | 115238 121
30.6.2011]08:54:21.975 0.029|TCP | 212.96.160.170 192.168.3.110 | 44510 | A SF_| 12570 1] 1] 3 188 | 103 | 46344 | 56
3062011[085415.248] 0.000]UDP | 21711242184 197.168.3.103 | 66288 G685 0 [0 | 1 [155 [0 [ 0 [i75
3062011[085421717] 0000[UDP | 21711242.184 | 53 |->| 192.168.3.130 | 56943 Tge8s| 0 [0 | 1 [t [0 [ 0 |76
306.2011[085420936] 0000[UDP | 21711242.184 | 53 |->| 192.168.3.135 | 35742 15685 0 [0 | 1 103 [ 0 [ 0 |03
201 9248] 0022[TCP | 21296160170 | 22 |-»| 1921683110 | 67808 | APSF | 12570 5 [ 1073 | 227 |390ie1| 214
01 7.786] _0.008[TCP | 21286.160.170 | 80 |->| 182.168.3.135 | 43040 | A SF | 12570 3 | 168 | 333 [149333] 56
[306.201 1735]  0.250|TCP | 74.12539.103 | 80 |->| 192.160.3.130 | 64767 | APS_ | 15169 11| 5922 | 44 |199504 | 638
306201 5273 _si_si CP | 2.18.163.235 | 443 |->| 192.168.3.103 | 48198 | AP 0 35 [36003] 4 | 38906 | 1054
01 0639 0.202[TCP | 72.12208.155 | 80 |->| 182.168.3.135 | 63240 | APSF [ 11114 4| 714 [ 13 [1ss81 [ 178




DG spl nte si sve tuzby a pot reby — vol.2

| ; Q snizime zéat 6z produk énich aplikaci

& = |etecka spoleCnost bojovala s vysokou zatézi serveru pro bookovani
1 letenek
= zAatéz vznikla pfi marketingovych kampanich

= nebylo mozné se orientovat podle zdrojové adresy
= neSlo ani dedikovat dostate¢ny vykon serveru resp celé sité
= spravny marketing tak generoval provoz podobny DoS utokum
= aplika¢ni load balancing byl drahy a nepfinasel dostate¢ny uzitek
= naALLOTu zacaly byt vytvarené pro jednotlivé marketingové
kampané vlastni signatury
= provoz byl priorizovan podle ¢asti textu http (uvedené v kampani)

= naklady na marketing neskoncily na hranici IPS, timeoutem nebo velmi
pomalou odezvou serveri/aplikaci




2C spl nte si sve tuzby a pot reby — vol.3

Pali vas n éjaky problém v siti?
Uzivatelé maji po fad néjake problemy.
Management stale touzi po lepSich  FeSenich.
Bezpecénost, to je nekon ¢ici bo;.

Nenasli jste FeSeni na standardnich aktivnich prvcich?

Velmi €asto jde o systémy s omezenou sadou schopnosti a mi nimalni
otev renosti.

Pojdme to zkusit s ALLOTem.

Je dobré mit vyfeSenou end point security (osobni FW, AV, ...). Je dobré mit feSeni na hranici sité (stavovy FW, IPS se signaturami, ...).

Je tfeba mit kompletni pfehled o provozu v celé siti. Pak se mizeme hréat se stavebnici.
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